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UNMANNED AERIAL SYSTEMS (UAS) 

I. VALUE STATEMENT

The Oakland Police Department believes in protecting and serving its diverse 
community and city through fair, equitable and constitutional policing.  OPD 
believes in the usage of technology to aid in this mission and in the investment of 
Unmanned Aerial Systems (UAS), or better known as “Drones”.  These fleets 
will never replace the police officers who have sworn to protect the community, 
but will assist in mitigating use of force, bring safe resolutions to critical 
incidents and help save lives.  OPD is committed in safeguarding and respecting 
the privacy of the community and has brought measures and policies in place to 
ensure none are violated.  Regardless of deployment, UAS will be utilized in 
accordance with OPD Core Values and our Mission. 

II. DESCRIPTION OF THE TECHNOLOGY

A. UAS Components
An Unmanned Aerial System (UAS) is an unmanned aircraft of any type that is 
capable of sustaining directed flight, whether preprogrammed or remotely 
controlled (commonly referred to as an unmanned aerial vehicle (UAV), and 
all of the supporting or attached components designed for gathering 
information through imaging, recording or any other means. Generally, a UAS 
consists of: 

● A UAV, composed of:
▪ Chassis with several propellers for flight
▪ Control propellers and other flight stabilization technology

(e.g. accelerometer, a gyroscope),
▪ Radio frequency and antenna equipment to communicate



with a remote-control unit;  
▪ A computer chip for technology control; 
▪ A camera, with thermal imaging capabilities;  
▪ A digital image/video storage system for recording onto a 

digital data memory card; 
▪ A removable speaker 
▪ A remote-control unit; and 
▪ Battery charging equipment for the aircraft and remote 

control. 
 

B. Purpose 
UAS have been used to save lives and protect property and can detect possible 
dangers that cannot otherwise be seen. UAS can support first responders in 
hazardous incidents that would benefit from an aerial perspective. In addition 
to hazardous situations, UAS have applications in locating and apprehending 
subjects, missing persons, and search and rescue operations as well as task(s) 
that can best be accomplished from the air in an efficient and effective manner. 
Any use of a UAS will be in strict accordance with constitutional and privacy 
rights and Federal Aviation Administration (FAA) regulations. 
 
UAV’s may not always be ideal for deployment and alternatives should always 
be considered prior to deployment 

 
C. How the System Works 

1. The FAA Modernization and Reform Act of 2012 provides for the 
integration of civil unmanned aircraft systems into national airspace 
by September 1, 2015.  

2. UAS are controlled from a remote-control unit. Drones can be 
controlled remotely, often from a smartphone or tablet. Wireless 
connectivity lets pilots view the drone and its surroundings from a 
birds-eye perspective. Users can also leverage apps to pre-program 
specific GPS coordinates and create an automated flight path for the 
drone. Another wirelessly enabled feature is the ability to track 
battery charge in real time, an important consideration since drones 
use smaller batteries to keep their weight low. 

3. UAS have cameras so the UAS pilot can view the aerial 
perspective.  

4. UAS use secure digital (SD) memory cards to record image and 



video data; SD cards can be removed from UAS after flights to 
input into a computer for evidence. 

 
III. GENERAL GUIDELINES 

A. Authorized Use 
1. Any use of a UAS will be in strict accordance with constitutional 

and privacy rights and Federal Aviation Administration (FAA) 
regulations.  UAS operations should be conducted in accordance 
with FAA approval.  

2. Only authorized operators who have completed the required 
training shall be permitted to operate the UAS. 

3. UAS may only be used for the following specified situations: 
a. Mass casualty incidents (e.g. large structure fires with 

numerous casualties, mass shootings involving multiple deaths 
or injuries); 

b. Disaster management; 
c. Missing or lost persons; 
d. Hazardous material releases; 
e. Sideshow events where many vehicles and reckless 

driving is present; 
f. Rescue operations; 
g. Scene documentation for evidentiary or investigation value 

(e.g. crime, collision, or use of force scenes); 
h. Training; 
i. Hazardous situations which present a high risk to officer 

and/or public safety, to include: 
i. Barricaded suspects; 
ii. Hostage situations; 
iii. Armed suicidal persons; 
iv. Arrest of armed and/or dangerous persons (as defined 

in OPD DGO J-04 “Pursuit Driving” Appendix A, H 
“Violent Forcible Crime”); 

v. Operational pre-planning [prior planning for 
services of search and arrest warrants. This would 
provide up-to-date intelligence (e.g. terrain, 
building layout) so that personnel allocate 
appropriate resources and minimize last minute 
chance encounters and uses of force]; and  



vi. Service of high-risk search and arrest warrants 
involving armed and/or dangerous persons (as 
defined in OPD DGO J-04 “Pursuit Driving” 
Appendix A, H “Violent Forcible Crime”); and 

vii. Exigent circumstances – A monitoring 
commander (Lieutenant or above) may authorize 
a Robot or Pole Camera deployment under 
exigent circumstances as defined in OPD DGO 
K-03 “Exigent Circumstances1.”  A report shall 
be completed and forwarded to the Chief of 
Police and the OPD UAS Coordinator for all 
deployments authorized under exigent 
circumstances, for a full review to determine 
policy compliance. 

 
4. Deployment Authorization 

a. Deployment of an OPD UAS shall only be for the 
authorized uses above and require the authorization of the 
incident commander, who shall be of the rank of 
Lieutenant of Police or above.   

b. Incident commanders of a lower rank may authorize the 
use of a UAS during exigent circumstances.  In these 
cases, authorization from a command-level officer shall be 
sought as soon as is reasonably practical. 

ESU Operators are encouraged to advise a 
supervisor or incident commanders when they 
believe they are uncappable of operating a robot 
in a safe manner.   

5. Deployment Logs 
a. A commander authorizing deployment of a UAS shall 

send notification of the deployment via the military 
equipment deployment notification process 

b. ESU shall record details from each UAS deployment onto 
a flight log which shall be submitted to ESU and kept on 
file for FAA records purposes.   

c. Flight logs will provide all mission deployment details for 
each flight.   
 

1 Those circumstances that would cause a reasonable person to believe that a particular action is necessary to 
prevent physical harm to an individual, the destruction of relevant evidence, or the escape of a suspect 



6. Privacy Considerations 
a. Operators and observers shall adhere to FAA altitude 

regulations.  
b. Operators and observers shall not intentionally record or 

transmit images of any location where a person would have a 
reasonable expectation of privacy (e.g. residence, yard, 
enclosure). When the UAS is being flown, operators will take 
steps to ensure the camera is focused on the areas necessary to 
the mission and to minimize the inadvertent collection of data 
about uninvolved persons or places. Operators and observers 
shall take reasonable precautions, such as turning imaging 
devices away, to avoid inadvertently recording or transmitting 
images of areas where there is a reasonable expectation of 
privacy. 
 

B. Prohibited Use 
1. UAS shall not be equipped with any weapon systems or analytics 

capable of identifying groups or individuals, including but not 
limited to facial recognition or gait analysis.   

2. UAS and remote-control units shall not transmit any data except 
to each other. Data shall only be recorded onto removable SD 
cards.   

3. UAS shall not be used for the following activities: 
a. For any activity not defined by “Authorized Use” Part 3 

above. 
b. Conducting surveillance.; 
c. Targeting a person or group of people based on their 

characteristics, such as but not limited to race, ethnicity, 
national origin, religion, disability, gender, clothing, 
tattoos, sexual orientation and/or perceived affiliation 
when not connected to actual information about specific 
individuals related to criminal investigations. 

d. For the purpose of harassing, intimidating, or 
discriminating against any individual or group. 

e. To conduct personal business of any type. 
 

C. Communications 
Notifications will be made to the Communications Section for notifying 
patrol personnel, when UAS operations are authorized by a Commander.  



 
 

IV. UAS DATA 
A. Data Collection 

The video recording only function of the UAS shall be activated 
whenever the UAS is deployed, and deactivated whenever the UAS 
deployment is completed.  The UAS operator will rely on SD Cards for 
video recordings. 

 
B. Data Retention 

Video recording collected by OPD UAS shall be retained five days and 
deleted on the fifth day unless: 
1. The recording is needed for a criminal investigation; 
2. The recording is related to a City of Oakland Police department 

administrative investigations (Internal Affairs Investigation).  
The program coordinator shall develop procedures to ensure that 
data are retained and purged in accordance with applicable record 
retention schedules.  
 

C. Data Access  
OPD’s Electronic Services Unit (ESU) shall be responsible for the 
maintenance and storage of UAS equipment. Members approved to 
access UAS equipment under these guidelines are permitted to only 
access the data for administrative or criminal investigation purposes. 
UAS image and video data may be shared only with other law 
enforcement or prosecutorial agencies for official law enforcement 
purposes or as otherwise permitted by law, using the following 
procedures: 
1. The agency makes a written request for the OPD data that 

includes: 
a. The name of the requesting agency. 
b. The name of the individual making the request. 
c. The basis of their need for and right to the information. 

i. A right to know is the legal authority to receive 
information pursuant to a court order, statutory law, or 
case law. A need to know is a compelling reason to 
request information such as direct involvement in an 



investigation. 
2. The request is reviewed by the Chief of Police, Assistant Chief of 

Police, or Deputy Chief/ Deputy Director or designee and 
approved before the request is fulfilled. 

3. The approved request is retained on file, and incorporated into the 
annual report pursuant to Oakland Municipal Code Section 
9.64.010 1.B. 

 
D. Data storage, access, and security  

The program coordinator shall develop procedures to ensure that all 
UAS SD card data intended to be used as evidence are accessed, 
maintained, stored and retrieved in a manner that ensures its integrity as 
evidence. These procedures include strict adherence to chain of custody 
requirements. 
Electronic trails, including encryption, authenticity certificates, and date 
and time stamping shall be used as appropriate to preserve individual 
rights and to ensure the authenticity and maintenance of a secure 
evidentiary chain of custody. 

 

E. Data Sharing 
UAS systems deployed by OPD shall not share any data with any 
external organizations via integrated technology. The UAS only sends 
data to the flight controller via encrypted radio signals – there is no 
internet connection for external data sharing.  

 

F. Public Access  
 

UAS data which is collected and retained under subsection B of this 
section is considered a “law enforcement investigatory file” pursuant to 
Government Code § 6254, and shall be exempt from public disclosure.  
UAS data which is retained pursuant to subsection B shall be available 
via public records request pursuant to applicable law regarding Public 
Records Requests as soon as the criminal or administrative investigations 
has concluded and/or adjudicated.  

 

    G.         Data Protection and Security 
All UAS SD card data will be secured in a manner (e.g. lockbox) only 
accessible to ESU personnel. All evidence from UAS SD cards shall be 
submitted to the OPD Evidence Unit for safe storage.  



 

V. UAS ADMINISTRATION 
A. System Coordinator / Administrator 

1. The ESU will appoint a program coordinator who will be 
responsible for the management of the UAS program. The 
program coordinator will ensure that policies and procedures 
conform to current laws, regulations and best practices.   

2. The ESU Unit Supervisor, or other designated OPD personnel 
shall provide the Chief of Police, Privacy Advisory Commission, 
and City Council with an annual report that covers all use of the 
UAS technology during the previous year. The report shall 
include all report components compliant with Ordinance No. 
13489 C.M.S.  The annual report will include a breakdown of 
incident type for each year.   

3. FAA Certificate of Waiver or Authorization (COA) 
COA (Certificate of Authorization) given by the FAA which 
grants permission to fly within specific boundaries and 
perimeters. The UAS Coordinator will maintain current COA’s 
consistent with FAA regulations. The ESU Unit Supervisor, or 
other designated OPD personnel, shall coordinate the application 
process and ensure that the COA is current. 

4. Submission and evaluation of requests for UAS use 
The ESU Unit Supervisor, or other designated OPD personnel, 
shall develop a uniform protocol for submission and evaluation 
of requests to deploy a UAS, including urgent requests made 
during ongoing or emerging incidents. 
 

B. Facilitating law enforcement requests 
The ESU Unit Supervisor, or other designated OPD personnel, shall 
facilitate law enforcement access to images and data captured by UAS as 
allowable by department policy and/or City of Oakland ordinance.  
 

C. Program improvements 
The ESU Unit Supervisor, or other designated OPD personnel, shall 
recommend and accept program improvement suggestions, particularly 
those involving safety and information security. 
 

D. Maintenance 



The ESU Unit Supervisor, or other designated OPD personnel, shall 
develop a UAS inspection, maintenance and record-keeping protocol to 
ensure continuing airworthiness of a UAS, and include this protocol in the 
UAS procedure manual.  Maintenance and record-keeping should also 
include expenditures such as purchase of new equipment and mechanical 
repairs.  
 

E. Cost Analysis 
 
The ESU Unit Supervisor, or designated OPD personnel, shall develop a 
protocol for developing and documenting data for a cost-benefit analysis. 
This cost benefit analysis will include amount of UAS personal involved 
(operators and visual observers), UAS equipment utilized, suspect(s) 
located (e.g. gender, race and age) and the recovery of evidentiary items 
(e.g. firearms, clothing, vehicles, etc).  

 
F. Training 

The ESU Unit Supervisor, or other designated OPD personnel, shall 
ensure that all authorized operators and required observers have 
completed all required FAA and department-approved training in the 
operation, applicable laws, policies and procedures regarding use of the 
UAS. 
 

G. Auditing and Oversight 
The ESU Unit Supervisor, or other designated OPD personnel, shall 
develop a protocol for documenting all UAS uses in accordance to this 
policy with specific regards to safeguarding the privacy rights of the 
community and include this in the UAS procedure manual and the annual 
UAS report. The UAS supervisor will develop an electronic record of 
time, location, equipment, purpose of deployment, and number of UAS 
personal involved. Whenever a deployment occurs the operator will send 
notification/submit (either electronically or hard copy) to the UAS 
Supervisor to include the topics listed above.  This protocol will allow the 
UAS supervisor to have a running log of all deployments and assist in the 
annual report. 
 

H. Reporting 
The ESU Unit Supervisor, or other designated OPD personnel, shall 
monitor the adherence of personnel to the established procedures and 
shall provide an annual report on the program to the Chief of Police.  



The ESU Unit Supervisor, or other designated OPD personnel, shall 
provide the Chief of Police, Privacy Advisory Commission, and City 
Council with an annual report that contains a summary of authorized 
access and use 

I. Inquiry and Complaint Process 
(Government Code 7070 d (7)) For a law enforcement agency, the 
procedures by which members of the public may register complaints or 
concerns or submit questions about the use of each specific type of military 
equipment, and how the law enforcement agency will ensure that each 
complaint, concern, or question receives a response in a timely manner. 
 
The Oakland Police Department DGO M-3: Complaints Against 
Departmental Personnel or Procedures will inform all employees and 
the public of procedures for accepting, processing and investigating 
complaints concerning allegations of member employee misconduct.[1] 
Refer to DGO K-7 for additional information.   
 

J. Training 
The ESU Unit Supervisor, or other designated OPD personnel, shall 
develop an operational procedure manual governing the deployment and 
operation of a UAS including, but not limited to, safety oversight, use of 
visual observers, establishment of lost link procedures and secure 
communication with air traffic control facilities. 

 
 
 

By Order of 
 
LeRonne L. Armstrong 
 
Chief of Police Date Signed:   

[1] DGO M-3 states, “IAD investigations shall be completed, reviewed, and approved within 180 
days unless approved by the IAD commander.”  



Description and Purpose 
DJI Mavic Enterprise 2 Advanced 

Description A Drone is an unmanned aircraft. Drones are more formally known 
as unmanned aerial vehicles (UAVs) or unmanned aircraft systems 
(UAS), which describes the UAS, remote controller and operator. 

Manufacturer’s 
Product Description 

Compact Commercial Drone with Thermal and Zoom Dual-
Camera, and Spotlight and Loudspeaker Attachments Built for 
Search & Rescue, Fire Fighting, Inspection, and More 

How the item works UAVs are controlled by remote controllers.  Operators will utilize 
the remote controller to direct the UAV to fly, hover, or land 

Expected lifespan UAVs will last approximately 2 years or more depending on usage.  
Batteries have shorter life spans as they gradually deteriorate due 
to normal usage. 

Quantity 7 owned 
Purpose and 
intended uses 
and/or effects 

Understanding that real time intelligence can provide officers 
safety and tactical advantages, UAV’s are beneficial in providing a 
bird’s eye view during perimeters or barricaded suspects, which 
reduces or mitigates use of force and injuries to all parties. UAVs 
are also beneficial in search and rescue operations and crime 
scene documentation as they provide aerial coverage and views 
not possible while at ground level.  

 

DJI Mavic Mini 2 
Description A Drone is an unmanned aircraft. Drones are more formally known 

as unmanned aerial vehicles (UAVs) or unmanned aircraft systems 
(UAS), which describes the UAS, remote controller and operator. 

Manufacturer’s 
Product Description 

The Mavic Mini from DJI is a compact drone weighing in at under 9 
oz. 

How the item works UAVs are controlled by remote controllers.  Operators will utilize 
the remote controller to direct the UAV to fly, hover, or land 

Expected lifespan UAVs will last approximately 2 years or more depending on usage.  
Batteries have shorter life spans as they gradually deteriorate due 
to normal usage. 

Quantity 5 owned 



Purpose and 
intended uses 
and/or effects 

Understanding that real time intelligence can provide officers 
safety and tactical advantages, UAV’s are beneficial in providing a 
bird’s eye view during perimeters or barricaded suspects, which 
reduces or mitigates use of force and injuries to all parties. UAVs 
are also beneficial in search and rescue operations and crime 
scene documentation as they provide aerial coverage and views 
not possible while at ground level.  

 

DJI Matrice 300 RTK 
Description A Drone is an unmanned aircraft. Drones are more formally known 

as unmanned aerial vehicles (UAVs) or unmanned aircraft systems 
(UAS), which describes the UAS, remote controller and operator. 

Manufacturer’s 
Product Description 

The Matrice 300 RTK is a commercial drone features a 1080p video, 
which provides a live HD view from the aircraft's camera at 
distances of up to 9.3 miles (15 km) with Thermal and Zoom Dual-
Camera, and Spotlight and Loudspeaker Attachments Built for 
Search & Rescue, Fire Fighting, Inspection, and More. 

How the item works UAVs are controlled by remote controllers.  Operators will utilize 
the remote controller to direct the UAV to fly, hover, or land 

Expected lifespan UAVs will last approximately 2 years or more depending on usage.  
Batteries have shorter life spans as they gradually deteriorate due 
to normal usage. 

Quantity 1 owned 
Purpose and 
intended uses 
and/or effects 

Understanding that real time intelligence can provide officers 
safety and tactical advantages, UAV’s are beneficial in providing a 
bird’s eye view during perimeters or barricaded suspects, which 
reduces or mitigates use of force and injuries to all parties. UAVs 
are also beneficial in search and rescue operations and crime 
scene documentation as they provide aerial coverage and views 
not possible while at ground level.  

 

Fiscal Costs 

Initial Costs 

 The Oakland Police Department (OPD) currently owns/possesses/uses the equipment.   

Initial costs of the items were approximately: 

 



 

Equipment Per-unit cost Total cost 

DJI Mavic Enterprise 2 Advanced  ~$7,300 ~$51,100 

DJI Mavic Mini 2 ~$700 ~$3,500 

DJI Matrice 300 RTK ~$40,250 ~$40,250 

etc etc etc 

 

☐ OPD proposes to obtain the equipment.  Initial costs are anticipated to be: 

Write an anticipated amount in the most easily understood manner possible.   For items we 
already own/possess, leave blank. 

Estimated or anticipated costs for each proposed use 

Regardless of UAV, the UAVs are stored in locked and secured facility at the Oakland Police 
Department.  The Electronic Services Unit (ESU) members have access to UAVs and will 
respond to an incident with the UAV when requested by an Incident Commander.  ESU 
members may be on duty during incidents requiring the UAV.  If they are, they may deploy as 
patrol officers, or as their regular duty assignment, and utilize any one of the UAVs.  For a 
tactical team call-out, other ESU members will respond even if they are off-duty, resulting in 
overtime expenditures.  The amount of the expenditure is based on the time the incident 
takes to resolve.  Over time deployments can be tracked utilizing an i-code through fiscal. 

Currently, OPD ESU has a staffing of 1 Lieutenant, 1 Sergeant and 14 Officers.  OPD ESU has 
deployed robots and or pole cameras a total of fifty-seven (57) times in 2022, and eighteen 
(18) of these deployments were during bi-monthly training.   OPD ESU members are not 
selected to the team based on their assignment, but rather by their ranking during the Order 
of Merit List (OML) selection process.  However, applicants need to be assigned to a field 
assignment at the time of application as opposed to office assignment.  Based on the staffing 
levels and assignments in 2022 of ESU, OPD had full coverage throughout the week except for 
several nights between 2am-7am.  Every January exists watch change and officers select their 
patrol assignments based on seniority.  This minor shortfall on coverage may change next 
year due to the watch change.   

It is also the goal of OPD ESU to expand our team to twenty (20) Officers in 2023.  This will 
assist in coverage and in workload.  OPD ESU also is creating a Visual Observer (VO) training 



course in order to train all patrol officers in becoming a VO.  The course will be similar as 
ACSO course, which consists of 1 hour of lineup training and a Power Point presentation.   

 

Estimated or anticipated costs of potential adverse impacts 

Potential adverse effects are myriad, and there is no way of anticipating every possible 
adverse impact.  Additionally, even some known possible adverse effects may be so remote 
that they were not assessed for the purposes of this report.  Finally, costs of even likely 
adverse effects may vary wildly based on other circumstances which are difficult to predict 
and can vary from incident to incident.  Keeping this in mind, some potential adverse effects 
and their possible costs are: 

Deliberate misuse might cause the Department to be exposed to liability, which could include 
monetary judgments against the City. 

Unintentional misuse might cause the Department to be exposed to liability, which could 
include monetary judgments against the City. 

Failures of the equipment might cause the Department to have to purchase additional items, 
at a cost per item as indicated. 

Estimated or anticipated ongoing costs 

Costs for operation include training, personnel, maintenance and upgrade costs.   

Training and personnel costs – Currently, ESU has mandatory training twice a month.  This 
training consists of two 10-hour days and typically occurs at the OPD or any other nearby 
facility or location.  There has not been any rental fees or associated costs to locations of 
training currently.  Some training may either require the ESU member attending to be on 
overtime, or for overtime to backfill that respective ESU members position while they are at 
training.  If an ESU member elects to attend a POST certified training or outside training 
course there could be associated costs.  Unknown yearly costs. 

Storage costs – UAVs are housed at secured OPD facilities and vehicles and there are no 
associated costs. 

Maintenance and upgrade costs – Currently, there is no known life span for an UAV, but 
manufactures suggest 2 years.  With proper care the life expectancy will be longer.  However, 
normal wear and tear can take place and will require replacement of parts.  Depending on the 
part, the cost per item can range from fractions of a dollar to several hundred dollars.   



There are random software updates to all UAVs, which require the usage of WiFi to download.  
All software downloads and/or upgrades are free.   

Like any fleet (vehicle, motorcycle, UAV, etc), there comes the cost of wear and tear.  As UAV’s 
were used on a more frequent basis the batteries hold less and less charge and will then hold 
no charge at all (like any other battery).  Propellers are very fragile and also suffer minor 
breaks and cracks.  OPD ESU conduct pre-inspections prior to deployment and at times will 
notice these minor cracks/chips and then replace the parts.   

ACSO budgets approximately $15,000 a year for battery replacements, and minor wear and 
tear on UAV’s.  ACSO has sixty (60) UAV’s and 25 operators.  OPD has a fleet of eleven (11) 
currently and fifteen operators (15) to include the ESU team leader and commander.  Year to 
day ACSO has 228 missions and OPD has 101 deployments.  Based on ACSO’s budget on their 
fleet OPD expects an annual spending of approximately $2,500-$3,000/year on battery 
replacements and minor wear and tear on UAV’s.   

OPD ESU also subscribes to FAA107 deployment which allows OPD ESU operators to submit 
flight plans to the FAA for immediate approval in controlled airspace at available airports.  
Subscription costs are approximately ~$150-$200/mo (~$1,800 - $2,400/yr).   

 

Equipment Monthly  Yearly Total cost 

Battery & minor wear and tear  Unknown  ~$3,000 

FAA107 Deployment ~$150-$200 ~$1,800 - $2,400 

 

 

 

  



Impacts 

Reasonably anticipated impacts 

Deliberate misuse.   

Though unlikely, it is possible that Unmanned Aerial System (UAS); Drones may be 
deliberately misused by employees.  Some of the ways that the Department attempts to 
prevent deliberate misuse is through background checks of prospective employees, 
supervision and training, strict policy guidelines, robust reporting and accountability 
practices, and discipline for deliberate misconduct up to and including termination.  
Suspected criminal misuse of equipment may also be forwarded to the District Attorney’s 
office or other appropriate prosecuting agency for charging consideration. 

Unintentional misuse. 

Unintentional misuse of Unmanned Aerial System (UAS); Drones may come in many forms, 
from unfamiliarity or lack of training to the encountering of a scenario that was not 
anticipated in training or policy.  The Department attempts to prevent unintentional misuse 
through thorough training, clear policy prescriptions, and robust review processes such as 
force reports, force review boards, and pursuit review boards. 

Perception of militarization or exacerbation of a police/community divide. 

While it is not the intent of the Department that this occur, the Department does recognize 
the possibility that its use of Unmanned Aerial System (UAS); Drones may lead to a perception 
of militarization of the Department, or an exacerbation of any existing divides between the 
Department and the community it serves and is a part of.  The Department attempts to 
overcome challenges such as this by taking full advantage of community forums required by 
policy and law (see for instance the mandated community engagement meeting in DGO K-07 
and CA Government Code § 7072(b)), by completing full and robust reports such as this one, 
and by collaborating with the Police Commission in the creation of use policies and 
procedural safeguards surrounding this equipment. 

Privacy Considerations. 

The Department also recognizes the deployment of drones within cities can capture images 
which others feel are private or intrusive.  The department worked with the Privacy Advisory 
Committee for several years in drafting policy with direct emphasis on privacy 
considerations.  Policy clearly states when a UAV shall record, when it shall stop recording, 
the prohibited usages and the length of period recordings can be kept on file.  Random 
surveillances are also prohibited.   



Mitigations 

Complaint receipt and investigation procedures – DGO M-03 

The use of controlled equipment, as with any use of the police powers, is subject to the rules 
and laws that govern the Department and its employees.  Complaints and allegations that the 
Department or its employees have violated these rules or laws are treated with the utmost 
seriousness, including proper intake at the Internal Affairs Division and investigation by the 
appropriate investigative individual.  Where allegations are found to be substantiated, the 
Department uses a progressive discipline structure to serve both deterrent and rehabilitative 
functions.  Finally, deliberate misconduct or actions contrary to the Department’s values are 
not tolerated, and can lead to termination of employment. 

OPD’s complaint receipt and investigation procedures serve as important procedural 
mitigations to the possible adverse impacts of the use of this equipment. 

Community outreach and specific inquiry pathways – DGO K-07 

Use of controlled equipment, especially equipment that may have analogues used by 
militaries or quasi-military federal law enforcement, can drive perceptions of a militarized 
police force that is pre-disposed to the use of force as opposed to thoughtful, deliberate 
resolutions to incidents using de-escalation and minimizing the use of force.  An important 
procedural mitigation to this type of perception is regularly communicating with the 
community served, as a way for information to be shared in both directions.  This serves to 
dispel common misconceptions as well as provide valuable perspective for the Department 
and its employees.  OPD uses community outreach, such as social media, community events, 
and a specific, annual community forum as required by DGO K-07.  Additionally, OPD’s 
overarching controlled equipment policy sets forth processes for inquiries about the 
equipment. 

Equipment-specific use policy and Police Commission oversight – OMC 9.65 

While most every law enforcement agency is bound by state law (Government Code § 7070 et. 
seq.), the very nature of police oversight in Oakland provides one of the most powerful 
procedural mitigations of potentially adverse impacts.  For instance, state law requires that 
most agencies have their controlled equipment use policies approved by their governing 
body (e.g., City Council, or Board of Supervisors).  In the case of OPD, however, there is an 
additional layer of oversight in the Police Commission, which must review any controlled 
equipment use policy prior to it being approved by the City Council.  This requirement, set 
forth in Oakland’s municipal code section 9.65, is a procedural mitigation to the possible 
adverse impacts of the use of this equipment. 

https://public.powerdms.com/OAKLAND/tree/documents/1266222


Technical safeguards 

The Mavic Enterprise 2 Advanced:  have obstacle avoidance system enabled by technologies 
such as infrared sensors, stereo vision sensors, ultrasonic sensors, and GPS. These sensors 
work together to make sure the drone detects and avoids obstacles in the flight path to 
prevent crashes. 

 

The and the Matrice 300RTK:  have obstacle avoidance system enabled by technologies such 
as infrared sensors, stereo vision sensors, ultrasonic sensors, and GPS. These sensors work 
together to make sure the drone detects and avoids obstacles in the flight path to prevent 
crashes.  The Matrice 300RTK further has the ability for dual pilot capability where one pilot 
operates flight path and the other operates the camera and spotlight. 

The Mavic Mini 2 does not have obstacle avoidance, however they do have GPS. 

For each UAV, a Visual Observer (VO) is required per policy, which is an added protection to 
avoid collisions.  Additionally, prior to any deployment OPD officers must request permission 
from the Air Traffic Controller (ATC) to fly.  Officers are proficient in reading FAA air space 
regulations and understand above ground level (AGL) restrictions and no fly zones.  If officers 
request to fly or exceed AGL restrictions they must contact Washington, D.C. and request 
permission.    

Procedural safeguards 

OPD only allows ESU members, who have attended ESU training, and are FAA107 Certified to 
deploy a UAV.  Officers must submit a letter of intent and go through a selection process prior 
to being selected to join the OPD ESU.  Once selected, Officers must attend bi-monthly 
training and it is recommended to attend one of the following courses prior to deploying a 
UAV in the field: 

1) FAA107 Basic Pilot Operators Couse consisting of day flying and test preparation, 
and/or 

2) POST Certified UAV Pilot Operators Course consisting of day flying and test 
preparation 

Once one of these courses have been attended, or the officer has become FAA107 certified, 
the officer must attend the following: 

3) OPD in-house Basic Operators Course consisting of 24 hours of flight, to include 
nighttime flying.   



 

Alternatives 

De-escalation and alternative strategies 

OPD officers are mandated to use de-escalation strategies and tactics when safe and feasible.  
These strategies and tactics, which are predicated on de-escalation best practices around 
communication, containment, positioning, and time/distance/cover, reflect the 
Department’s commitment to de-escalation over the reliance on force to compel compliance. 

However, even during de-escalation strategies and actions, controlled equipment may be 
used or ready to further a safe outcome to the event for the engaged person, the community, 
and the officers.  Generally, a built-in alternative to the actual use of controlled equipment – 
especially as a force option – is its use as a tool to provide safety, information, or containment 
to an incident so that officers can bring the situation under control and hopefully encourage a 
peaceful outcome.  This, in conjunction with other de-escalation or alternative strategies, 
provides a baseline for OPD officers in the conduct of their duties when using or 
contemplating the use of this controlled equipment. 

There are other manufacturers of UAVs, but the majority of agencies utilize DJI products due 
to the advanced technology, the ease of use, the HD quality of video and the durability of the 
product.  Most other drones have similar capabilities but are far behind in technology and 
quality.  Without such technology, the only alternative in most cases would be the need for an 
officer to place themselves in a location to physically see or hear.   Without the real-time 
intelligence of a UAV some of the other options officers have are the following;  

• air support (Argus, or outside agency), but depending on time, weather and personnel 
air support may not be available or delayed.     

• OPD K-9’s can be utilized, but without first clearing the area the risk of a bite (use of 
force) is escalated 

• Officers can also use community support and contact a resident to have them look out 
a window which provides an additional vantage point.  This has proven successful in 
the past but depending on circumstances this can place the resident in danger.   

 

 

 

Location 



Unmanned Aerial System (UAS); Drones will typically be used within the areas that OPD has 
jurisdiction or in areas of the State of California where OPD is specifically conducting 
operations or investigations.  This includes the entirety of the City of Oakland, and may 
include neighboring jurisdictions or other areas within the State. 

Third Party Dependence 
☐  This item does not require third-party actors for operation. 

  This item does require third-part actors for operation: 

UAVs at times require firmware updates or random software updates to all UAVs, which 
require the usage of WiFi to download.  All software downloads and/or upgrades are free and 
are supplied by DJI.  

Additionally, as noted above, communication with ATC is necessary prior to deployment, and 
clearance from Washington, D.C. FAA ATC may also be required officers feel the need to 
operate passed air space requirements.   

 

 

Track Record 
Other agencies utilize UAVs and the Alameda County Sheriff’s Office, Chula Vista Police 
Department and Huntington Police Department are the founding departments in California 
for creating UAV programs.  These departments set the standards for UAV programs 
throughout the nation and as police departments and other law enforcement entities begin 
to adapt and create their own programs, they have realized the benefits of such programs.  
Many agencies have discovered the safety it brings to both officers and the community.  Use 
of Force incidents are drastically curbed which brings incidents to a safe resolution, but also 
assists in preventing future civil litigations.  Agencies have also discovered the addition of 
these fleets assist immensely in lost/missing person searches, search and rescue and crime 
scene recreations.   

Several agencies still do not have UAV programs such as, BART Police, San Francisco Police 
Department, Berkeley Police Department, Burlingame Police Department, Alameda Police 
Department and many more.   

Other agencies such as Chula Vista Police Department have a full time UAV program, which 
began in 2015, and label their program as “Drone as First Responder Program”.  Their full 
time Drone Team deploy from the roof top of their agency and respond to priority calls for 



service.  They provide real-time intelligence to responding officers, or clear the service call 
prior to any patrol vehicle arriving on scene.   

ACSO began their program in 2015.  They were one of the first agencies have drones in the 
field with patrol officers.  They assisted in perimeters, barricaded suspects, lost/missing 
persons, search rescues, scene recreation and much more.   

The main common denominator for all the programs is the prohibited usage of drones for 
random surveillance or for random fly overs during peaceful gatherings and first amendment 
demonstrations.     

 

UAV’s places officers at a place of advantage for safety.  The usage of such technology is 
paramount in the de-escalation of incidents and the mitigation in use of force.  Without such 
technology, the only alternative in most cases would be the need for an officer to place 
themselves in unknown areas and without real time intelligence.     

Below is a list of deployments in 2021 and 2022.  It should be noted that ACSO conducted all 
UAV deployments in 2021 and in 2022, up until March 2022.  Since this time OPD took lead in 
majority of deployments.  ACSO, or other outside agencies were contacted when OPD was 
unavailable.    

Table 1 below details the deployments of ACSO Drones in 2021-2022 and OPD Drones in 
2022 beginning March 2022.   
  
Table 1: 2021-2022 ACSO & OPD Drone Deployments 

 

 ACSO ACSO OPD 
Incident Type  2021 2022 2022 
Mass casualty incidents  0  0 0 
Disaster management  0  1 0 
Missing or lost persons  3  0 3 
Hazardous material releases  1  0 0 
Sideshow events  4  4 4 
Rescue operations  1  0 2 
Training  0  0 18 
Barricaded suspects  13  11 12 
Hostage situations  0  1 0 
Armed suicidal persons  1  2 0 
Arrest of armed and/or dangerous persons  21  20 41 



Scene documentation for evidentiary or 
investigation value  

7  1 2 

Operational pre-planning  1  0 0 
Service of high-risk search and arrest warrants  0  3 18 
Exigent circumstances  0  0 1 
Total  52  43 101 
Total Deployments Outside of Training 52 43 83 

 

Of the 43 incidents noted above by ACSO in 2022, there were six incidents where ACSO 
responded and did not deploy. Reasons noted for these ‘non-deployments were inclement 
weather and suspect(s) already detained prior to arrival. It should also be noted that Hayward 
and San Leandro each deployed once in our City in 2021.   

 

OPD ESU also understood the importance of deployment locations and keeping a track 
record of such locations.  Prior to 2022 there were only 5 geographical areas in Oakland and 
the 2022 watch changed brought back Area 6.  Below is a breakdown of where the UAV’s were 
deployed  
geographically, by each police area in the relevant years  

 
Table 2 below details the Police Areas where UAS were deployed in 2021 and 2022.  
 
Table 2: OPD UAS Deployment by Police Area  
  
Deployment by Area ACSO Deployments 

2021 
ACSO Deployments 

2022 
OPD Deployments 

2022 
Area 1 9 6 (1 by Hayward) 11 
Area 2 5 3 7 
Area 3 9 8 (1 same deploy) 17 
Area 4 8 2 16 
Area 5 17 12 17 
Area 6  8 10 

Citywide 4* 0 0 
Outside of Oakland 0 1 3 

Total* 52 40 81 
  
In 2021 there were four deployments for Sideshow which were not documented as a 
specific area; the sideshow activity involved moving vehicles and involved multiple 
police areas.   



 
In 2022 ACSO also deployed outside the city of Oakland in the City of Berkeley.  OPD 
requested ACSO assistance for an arrest of an armed suspect.  In 2022 OPD deployed in 
Alameda and Emeryville.  Hayward also deployed in our City in 2022 because OPD and ACSO 
were unavailable. 
 
 

  
OPD ESU further tracked the race of detainees connected to UAS Deployments in 2021 and 
2022.    

Table 3 below provides race and gender data related to 2021-2022 UAS deployments.   
  
Table 3: Race and gender of Detainees Connected to UAS Deployments in 2021-2022  
  
 2021 ACSO Race – 

Female  
Race - Male  Total  

Black   2  18  20  
Hispanic  0  5  5  
Asian   2  1  3  
White   1  1  2  
Other   0  1  1  
Total      31  
  
 2022  Race – 

Female  
Race - Male  Total  

Black   24  63  87  
Hispanic  10 27 37 
Asian   0  12 12  
White   2  6 8  
Other   0  6 6  
Total      150  
 
 

OPD knows the race of detainees connected to UAS deployments. However, the race of 
individuals involved in many UAS deployments is not known. There are cases such as 
barricaded suspects, or searches of perimeters where no suspect is ever discovered or 
detained. There could also be UAS used for missing persons where the person’s identity is not 
entirely known nor discovered.   
 



 

As noted above, the deployment of UAV’s has increased considerably.  The emphasis has now 
been placed on “time”, “de-escalation” and “real-time intelligence” to bring incidents to a 
safe resolution.  Several success stories to the deployment of UAV’s have been: 

- Identifying vehicles related to Sideshow activity 
- Locating suspects hiding in yards 
- Locating suspects hiding in residences 
- Surrounding residence(s) during search warrants to minimize officer exposure in 

danger areas when there is minimal to no cover/concealment 
- Flying up to second story windows and gaining real-time intelligence on interior of 

residence during barricaded incidents and search warrants 
- Assisting in the search of lost/missing persons.  
- Assisting Homicide Investigators in the search of evidence in rural areas 
- Assisting in the search of any other injured victims during freeway rollover in brush 

area.   
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